
Hybrid workforces require access to critical business 

applications and sensitive data from anywhere. Without the 

office security these users are exposing themselves, critical 

applications and data to dangers and cyberattacks. These 

users remain a target of cyberthreats but can provide a 

greater threat to the corporate network and other users 

when the device connects or is brought back into the office.

Utilising Gartner Leading Fortinet technology GCC provides 

a solution that utilises an auto-connect and always-on secure 

and encrypted reliable access to corporate networks and 

applications from virtually any internet connected

remote location.

The solution simplifies remote user access to critical 

application and data. Feature like, Virtual Private Network, 

auto-connect, always-up secure and encrypted access 

ensures smooth user experience connecting from home or 

public places. While smart traffic routing ensures local 

Internet access is optional to the user location to minimise 

the impact and costs of the corporate infrastructure.

Enterprise Grade Security

Web and email are the two most 

common attack vectors for the delivery 

of malware into an organization and 

when users are out of the office, they 

are not as well protected as when 

within the organizational network. It is 

critical to ensure that the same level of 

security is employed while the user is 

remote as when they are within the

organizational network.

Optimized Remote Workforce Security

We provide security-as-a-service for 

remote users while they are outside of 

the protection of the corporate network. 

FortiClient detects that the user is 

outside of the network and tunnels the 

traffic to the FortiGate where the 

corporate security policy can be enforced 

– removing the risk of corporate 

managed devices being unprotected on

the internet.

Solution

Implement and enforce the 

unified networking and security 

policies at all network edges by 

extending onpremise policies to 

remote users and their devices 

with FortiClient.

Benefits

Consistent firewall and security 

policies at all times, regardless 

of a user’s location. Prevent 

corporate network infections by 

enforcing security policies for 

remote workforces with better 

user experience.
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Scalable, Simple, and Secure Access for Remote Workforce

Remote IPSEC VPN with Auto-connect 
& Always Up on FortiGate Firewall & 
FortiClient EMS 
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What is Zero Trust?

Zero trust is a network security philosophy that states no 

one inside or outside the network should be trusted unless 

their identification has been thoroughly checked. Zero 

trust operates on the assumption that threats both outside 

and inside the network are an omnipresent factor. Zero 

trust also assumes that every attempt to access the 

network or an application is a threat. These assumptions 

inform the thinking of network administrators, compelling 

them to design stringent, trustless security measures.

Zero Trust Model - Protect Surface

Whether users are located within the corporate network in 

HQ or located remotely in a coffee shop, in a home, or at a 

branch office, they can access internal resources securely 

by using ZTNA without addition VPN connections. 

The FortiGate access proxy verifies devices idendity, user 

identity, device health, geolocation, time, and application 

permissions before allowing access to provide a consistent 

user experience inside and outside the corporate network.

Business Advantages

• Extend your security 

functionality 

• Protect the Hybrid workforce

• Ensure always-up secure 

access to critical infrastructure

• A cost effective solution

• Full Support package by GCC 

professional services  

• Customizable solution to meet 

any business requirements 

(On-premises / Hybrid / Cloud)

Implement the Zero Trust Network Access 
(ZTNA)

TECHNICAL TIP | REMOTE IPSEC VPN WITH AUTOCONNECT & ALWAYS ON ON FORTIGATE FIREWALL & FORTICLIENT EMS 


